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Merkle hash trees are the standard method to protect the integrity and freshness of stored data. However,
hash trees introduce additional compute and I/O costs on the I/O critical path, and prior efforts have not fully
characterized these costs. In this paper, we quantify performance overheads of storage-level hash trees in
realistic settings. We identify that hashing (CPU) costs are the primary performance bottleneck, and develop an
analytical model demonstrating why this occurs. We then design an optimized tree structure called Dynamic
Merkle Trees (DMTs) that exploits patterns in workloads to reduce tree traversal costs. We implement DMTs in
a block device driver and a file system and through extensive evaluation show that DMTs can exploit patterns
in workloads to deliver up to a 2.2x throughput and latency improvement over the state of the art. Our novel
approach provides a promising new direction to achieve integrity guarantees in storage efficiently and at
scale.
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1 Introduction

An increasing number of attacks against cloud services has fueled significant investment and re-
search into trusted cloud storage systems: systems that provide high assurance of the confidentiality
and integrity of data stored in-memory and on-disk through hardware-based access-controls and
cryptographic proof systems [3, 17, 51]. To this end, using a Merkle hash tree [44] has become
the state-of-the-art method to protect the integrity and freshness of both volatile [28, 57] and
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2 Burke et al.

persistent [3, 16] storage. An exemplar use case is protecting disks attached to confidential virtual
machines or file systems mounted to confidential containers [10, 20, 53].

However, hash trees introduce additional compute (hashing) and I/O (metadata fetching) costs
on the I/O critical path, which can severely degrade performance. For example, consider that a 1 TB
disk contains ~268 M 4 KB blocks. A typical balanced, binary hash tree over the disk blocks would
have a height of 28, requiring (at least) 28 hashes to be computed on every read or write. The total
cost of fetching metadata and verifying/updating hashes can exceed several hundred us, dwarfing
the baseline latency of performing a data access on a high-performance storage device (which can
be < 60 pus).

Prior works have studied this phenomenon, primarily in the context of secure volatile memory [28,
31, 57, 62]. However, their performance implications in the context of storage systems at large
remain largely unknown. The key difference is that storage systems are subject to vastly different
workload characteristics, capacities, and cache behaviors than memory devices.

In this paper!, we take a first-principles approach to analyzing hash tree performance in the
context of (cloud) storage systems?. First, we demonstrate that state-of-the-art hash tree designs
incur significant overheads and fail to reliably scale to large disks or files. We then demonstrate that
CPU costs are the primary performance bottleneck. Next, we address the challenge of minimizing
CPU costs by posing the fundamental question: How can we model an optimal hash tree that achieves
minimum hashing costs for storage systems? We show that the problem of finding an optimal hash
tree can be reduced to the problem of finding an optimal prefix tree in the context of lossless data
compression [34]. More specifically, by constructing a hash tree as an optimal prefix code, we can
produce a hash tree that achieves optimal throughput under a known workload profile.

Building on our observations of optimal trees, we then develop an online solution that can
approximate an optimal tree without a priori knowledge by learning and adapting to workload
patterns on-the-fly. It is known that real-world workloads are characterized by skewed access
patterns (i.e., where a small number of disk/file blocks are accessed much more frequently than
others) across all layers of the memory hierarchy [3, 21, 40, 61, 63]. In an offline setting, this
manifests as optimal hash trees often being far from balanced—where frequently accessed blocks
have shorter verification/update paths in the tree than infrequently accessed blocks. Towards
this, we introduce a novel dynamic, unbalanced hash tree design called Dynamic Merkle Trees
(DMTs). DMTs are based on the splay trees commonly used in garbage collection systems [56].
They self-adjust at runtime to exploit reference locality and reduce hashing costs.

We implemented DMTs in a block device driver via Linux device mapper framework and a
file system via FUSE. In the block device driver implementation, the DMT protects the entire set
of disk blocks, and in the file system implementation we use a per-file DMT. We performed an
evaluation in a real cloud setting with AWS EC2 instances and NVMe devices. We evaluated across
a range of system and workload settings, parameterized by disk capacity, read/write ratio, I/O size,
etc. Using a set of Zipfian workloads, an Alibaba dataset, and a Filebench OLTP workload, we
show that the static nature of state-of-the-art approaches becomes prohibitive: they deliver less
than 50% of optimal throughput on average across all experiments. In contrast, DMTs can exploit
reference locality to deliver >85% of optimal throughput and up to a 2.2x throughput and latency
improvement over the state of the art.

The adaptability of DMTs enables them to exploit patterns in workloads and adapt to changes in
workload patterns over time, in a principled and provably efficient way. This improves throughput,

IThis article is an extension of our USENIX FAST 2025 paper [14]; it includes substantial new theory development,
implementation, and experiments.
2Note that we focus primarily on block and file storage, but our insights extend broadly to other storage types.
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Fig. 1. We assume that code and data inside the VM (dashed line) are trusted and cloud storage interfaces
are untrusted; VM memory can be protected with trusted execution primitives [53].

latency (mean and tail), and offers better scalability guarantees than balanced hash trees. We
conclude that for cloud storage, balanced trees are ill-suited as the base construction of a hash
tree, and DMTs are a preferable alternative. DMTs provide a new foundation in the search for
integrity mechanisms that operate efficiently at scale. Our code is plug-and-play into Linux and
open-sourced at https://github.com/MadSP-McDaniel/dmt.

2 Background

Cloud Storage Services. Cloud storage services are a backbone of modern public cloud infras-
tructure [7, 9, 19]. They have evolved from simple capacity provisioning to sophisticated, high-
performance systems that must meet demanding requirements of modern applications. Cloud
providers offer multiple storage tiers and interfaces, from high-IOPS NVMe-based block volumes
capable of millions of operations per second to distributed file systems and object stores optimized
for different access patterns and cost requirements. The architecture of cloud storage typically
involves multiple layers of abstraction and virtualization. Physical storage devices (SSDs, NVMe
drives) are aggregated into storage pools, which are then exposed through various interfaces: block
storage volumes attached to VMs, distributed file systems accessible via network protocols, and
object storage APIs for web-scale applications. This virtualization enables rich features like live
migration, snapshotting, and replication, but also introduces additional attack surfaces that must
be secured.

We consider a standard Infrastructure-as-a-Service (IaaS) deployment where an application runs
inside of a guest VM and accesses storage through either fast, local block interfaces (e.g., NVMe) or
file system interfaces (Figure 1). We will denote either type of storage as a storage interface. This
model represents the most common and performance-critical deployment scenarios in modern
cloud environments, where applications require both high throughput and low latency storage
across both block and file access patterns. The application may be end-user facing (e.g., a web
server) or the last hop in a networked storage system (e.g., a file server for other cloud-hosted
applications).

Merkle Hash Trees. Merkle hash trees are the state-of-the-art method to protect the integrity and
freshness of arbitrary datasets—largely due to their proven theoretical efficiency [17, 31, 42, 44, 50].
Originally proposed by Ralph Merkle in 1979 for digital signatures, Merkle trees have found
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Fig. 2. A Merkle hash tree protects the integrity and freshness of data read from/written to a storage interface.

widespread application in distributed systems, blockchain technologies, and secure storage systems.
Their appeal lies in their ability to provide efficient integrity checking with logarithmic verification
time and the property that any change to the protected data results in a different root hash, making
tampering immediately detectable.

As shown in Figure 2, a Merkle hash tree (or more simply, a hash tree) is typically a balanced
binary tree, with each node in the tree containing a hash value. A leaf node contains the hash
(MAC) of a disk/file block (and a cipher IV when encrypting data), and an internal node contains
the hash of the concatenation of the hashes of its two children. Internal node hashes are iteratively
computed from leaf to root. The root hash is used to authenticate, or verify the legitimacy of, the
current contents of the storage interface. It is typically stored in a secure location (e.g., a persistent
on-chip register or a TPM [49, 57]). All other nodes in the tree are stored on disk alongside the data.
The number of leaf nodes in the tree n is equal to the number of blocks on the storage interface,
and the total number of tree nodes is 2n — 1.

There are two primitive operations on a hash tree: verification and update. When a block is read,
it is verified against the root hash. The client’s block layer first fetches the (encrypted) block data,
MAGC, and cipher IV from disk. It checks that the retrieved MAC is consistent with the retrieved
block data by rehashing the data and comparing. It then fetches the proof of authenticity, a set of
sibling hashes along the path from the accessed leaf to the root (see nodes highlighted in blue).
The retrieved MAC is inserted into the tree at the appropriate leaf position, and parent hashes
are iteratively computed along the authentication path using the sibling hashes (see red arrows).
The computed root hash is then compared against the known root hash. If the two hashes match,
verification succeeds. Updates are handled similar to verification, with a new root hash computed
and saved to the secure location.

Caching hashes in secure memory (i.e., in a protected memory region) is also a standard hash
tree optimization [3, 31]. Caching reduces I/O costs associated with verifying hashes. It also reduces
CPU costs associated with verifying hashes: verification can “early exit” once it encounters a cached
hash. If the computed hash matches the cached entry, the validity of the subtree is confirmed
without needing to traverse the remaining path to the root; if it mismatches, corruption is detected
immediately. Note that updates require traversing the full path to the root to commit a change.
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Unlike simple checksums or MACs (which only prevent data corruption), Merkle trees provide
a freshness guarantee (which prevents an attacker from replaying legitimate uncorrupted data).
Moreover, compared to other authenticated data structures like RSA accumulators, polynomial
commitments, or vector commitments, Merkle trees offer better performance characteristics for
large datasets, with verification times typically in the microsecond range rather than milliseconds
or seconds required by cryptographically heavier approaches [23]. In the context of storage, they
have played a pivotal role in ensuring boot disk integrity with Linux dm-verity [1]—where they are
implemented as a custom device driver that intercepts I/Os and implements the hash tree logic.

3 Security Model

As organizations increasingly migrate sensitive workloads to public cloud infrastructure, the as-
sumption that the cloud provider’s infrastructure is trusted has become untenable [5, 17]. Persistent
data often sits far away from the compute (CPU) across several layers of abstraction and is prone to
attackers trying to tamper with the data before it arrives at applications. These data-only attacks—
attacks based on maliciously crafted data rather than control flow hijacking—have been recently
shown to present a significant threat to modern applications [12, 30, 33, 35, 37]. Unlike traditional
memory corruption attacks that aim to hijack control flow, data-only attacks manipulate applica-
tion behavior by corrupting or replacing non-control data. Any attack that can be launched from
(untrusted) storage would fundamentally upend the security guarantees provided by the rest of the
system. Below we describe these attacks and outline security requirements to mitigate them.

Trust Model. We assume all VM contents (code and data) are trusted and the storage interfaces
are untrusted. VM memory contents can be protected with hardware-based isolation primitives
such as AMD SEV-SNP [53]. We trust only the CPU package and VM memory when protected by
hardware isolation; all other components (storage interfaces, controllers, network infrastructure,
hypervisor) are untrusted. The trusted and untrusted components have a simple block read/write
interface (Figure 1). This models untrusted disks attached to confidential VMs as raw block devices
or as formatted file systems (which similarly exit the VM through the block interface) [10, 20, 53].

Threat Model. We consider a privileged attacker who has access to the hypervisor or storage
backbone in a public cloud datacenter [5, 17]. This could be a malicious co-tenant with escalated
privilege, or a malicious cloud administrator. The attacker has comprehensive control over the
storage subsystem with the ability to read, modify, drop, or replay storage operations, but cannot
break cryptographic primitives or compromise the hardware TEE directly.

Example attacks. Armed with the capability to inject arbitrary data into the storage interface,
the attacker could replay old data to the VM [35, 37]. Data would bubble up the call stack and
either cause the VM to deliver old data to applications, or cause an outdated version of a binary
to be read from disk and executed [12, 30, 35]. Similarly, consider an ext4 file system formatted
on top of the disk. An attacker could arbitrarily replay inode table blocks and cause the VM guest
OS to recognize an invalid set of permissions on a file, enabling unauthorized access to the file.
More sophisticated attacks might involve replaying database transaction logs or manipulating
configuration files to alter application behavior. Checksums or keyed hashes alone cannot prevent
these data-only attacks: the received data would still pass verification.

Security Requirements. Ensuring the safety of user data and correct execution of applications
requires four security properties for storage: Confidentiality ensures that stored data cannot be read
by unauthorized parties. Authenticity (or integrity) ensures that any unauthorized modifications to
stored data can be detected. Uniqueness (or spatial integrity) ensures that data cannot be copied
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Fig. 3. This graph shows how throughput decreases w.r.t. capacity under an exemplar setup and workload.
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Fig. 4. CPU vs. I/O time during the driver write routine. Same experiment parameters as above.

from one location to another without detection. Freshness (or temporal integrity) ensures that old
versions of data cannot be replayed.

Keyed encryption and MACs can ensure confidentiality, authenticity, and uniqueness. Merkle
hash trees ensure data freshness [2, 3, 31, 41]: the root hash reflects the current version of the
storage, so a replay attack would require changing the root hash, which is stored in a secure location
and is out of control of the attacker®.

4 Motivation

Though hash trees have played a pivotal role in ensuring boot disk integrity with Linux dm-verity [1],
their performance implications in the context of cloud storage at large, and low-latency storage in
particular, are largely unknown. In fact, prior works have identified that hash tree overheads can
severely degrade performance for secure memory systems, and optimizations abound [57]. This
raises the natural question of whether storage-level hash trees observe similar costs. Our goal in
this paper is to quantify this effect and design optimizations to reduce overheads if so.

Scalability Problem. We begin with a motivating experiment in Figure 3, which demonstrates the
performance of the state-of-the-art hash tree design used by dm-verity—a balanced, binary tree.
The graph shows how throughput changes as disk capacity increases. We defer implementation and
experiment setup details to Section 8.1, but note that in this example the hash tree is implemented
in a block device driver that wraps a lower-level driver, and is exposed as a regular device to file
systems or other applications as /dev/XXX. Moreover, we focus specifically on fast media such as
NVMe SSDs. HDDs have a different performance profile that we are not optimizing for.

The graph shows that throughput decreases w.r.t. capacity. This is due to the tree size (height)
increasing logarithmically with capacity, which is reflected in logarithmically increasing slowdowns.
At 16 MB capacity, the hash tree incurs nearly a 60% throughput loss over the Encryption/no

3To improve performance, some prior works have loosened security requirements by permitting lazy verification [3].
However, this violates freshness guarantees; we therefore do not consider lazy verification in our analysis.
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Fig. 5. This graph shows the latency of computing SHA256 hashes on a modern processor with hardware
acceleration for cryptographic functions. The annotations highlight the input data size to the hash function
at different tree arities.

integrity baseline. At 4 TB capacity, throughput loss increases to 75%. Note that the workload shape
is immaterial here; the same overheads are always observed because of the tree structure (i.e., all
accesses will require computing the same number of hashes).

Read-heavy workloads do not pose significant challenges, because the (small) hash cache is very
efficient (hit rate >99%), and verifies benefit from early exits when they hit a cached hash. The
problem is how to efficiently handle writes: under write-heavy workloads, hash tree overheads are
prohibitive at small and large capacities, undermining the performance capability of the fast NVMe

device?.

Root Cause Analysis. Figure 4 shows the latency breakdown during the device driver write
routine. As expected, for a 32 KB I/O the time spent pushing data out to disk (data I/O) is approx-
imately 60 ps. The remaining time in the write routine is spent fetching/writing hashes to disk
(metadata I/0) and performing hash updates (computing the new block hash and executing the
hash tree update). Metadata I/O is negligible because the hash cache is very efficient. The majority
of time is therefore attributed to managing the hash tree.

To understand why this occurs, Figure 5 shows the latency to compute a SHA256 hash (the
standard hash function used in Merkle hash trees) vs. data size on a 2.9GHz Intel Xeon Platinum
8375C, a 3rd Generation Intel Xeon Scalable processor supporting AES and SHA instruction-set
extensions to accelerate cryptographic operations. We observe that it takes approximately 490 ns
to compute the hash of 64 B of data. We also measure the latency to encrypt and generate the MAC
for a 4 KB block with AES GCM to be approximately 2 pus.

Figure 4 shows that at 1 GB capacity, approximately 150 us is spent managing the hash tree.
Consider that a 1 GB disk has 262,144 4 KB blocks and thus a height of 18, requiring one SHA256
computation per level. Further, with 4 KB disk blocks, executing a 32 KB write I/O would require
32768/4096 = 8 hash tree updates executed sequentially—best-known methods still rely on a global
tree lock to serialize tree updates. This amounts to 150 us/8 = 18.75 us spent encrypting data,
generating the MAC, and updating the hash tree. Thus, we have 18.75 — 2 = 16.75 ys time spent
doing the actual hash tree update, and 16.75/18 = 0.93 us total time spent doing work at each level
in the tree. Most of this time is spent computing the node hash, with the remaining work being
cache lookups and buffer copying.

“Note that in some cases the page cache can hide disk-level performance impacts, but the performance of large-scale
applications will depend heavily on the underlying disk performance (due to writeback contention and throttling under
heavy memory pressure [22]). Our focus is thus on analyzing and optimizing the storage layer to ensure that the performance
capabilities of fast NVMe devices are not undermined by hash tree operations.
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Fig. 6. We calculate the expected hashing costs for a 32 KB write I/O based on the tree height under different
tree arities, given the measured SHA256 latencies for each arity in Figure 5. The graph shows that low-degree
trees should have lower hashing costs than high-degree trees.

Note that with even faster storage interfaces in the future (with single-digit microsecond access
latencies), the proportion of time spent hashing vs. doing data I/O will grow substantially.

Optimized Tree Structures. Fundamentally, this means that time spent hashing (CPU costs) is the
bottleneck. Section 8 will show that caching and parallelization only help to an extent. What is
needed is a structurally more efficient tree. Prior works optimizing hash trees for memory have
largely converged on the idea that high-degree (e.g., 64-ary) trees are the solution to eliminate
overheads [57]. The intuition is that by increasing tree fanout, one can decrease tree height and
thus the number of hashes that must be computed per read or write. However, Figure 6 shows
that high-degree trees are actually a suboptimal design choice. We compute the expected hashing
costs based on the hashing latency and the height of the tree observed under a given arity for 1 GB
capacity (e.g., 64-ary trees have height 3). While tree height is decreased, the graph shows that
increased fanout results in high-degree trees incurring the highest expected hashing costs due to
the non-linear growth of SHA256 latency with input size, ultimately delivering lower performance.

This counterintuitive result stems from the non-linear scaling behavior of SHA256 hardware
implementations. As shown in Figure 5, hash latency does not scale linearly with input size—instead,
it exhibits super-linear growth due to: (1) cache effects—larger hash inputs exceed CPU cache lines
and cause cache misses; (2) memory bandwidth saturation—processing large inputs saturates memory
bandwidth; (3) reduced instruction-level parallelism—cryptographic units become less efficient with
larger inputs; (4) context switching overhead—larger operations increase scheduling and interrupt
latency.

To quantify this trade-off, consider the total hashing overhead per tree update. For a tree with n
data blocks and degree d, the tree height is h = [log;(n)], and each update requires computing
h hash operations with input sizes of d x 32 bytes each (d child nodes multiplied by the 32-byte
SHA256 hash). The total computational latency per update is:

1
ogn X SHA256_latency(d X 32)
0

L(d) = [log,(n)] x SHA256_latency(d X 32) = @

The key insight is that (for any hardware configuration) there exists a unique critical degree
d* that represents a fundamental saddle point in this optimization space. For degrees below d*,
performance is limited by tree height (requiring too many hash computations per tree traversal).
For degrees above d*, performance is limited by hash efficiency degradation (each individual hash
operation becomes too expensive due to non-linear scaling). The optimal degree d* balances these
competing factors.
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Formally, we can prove that any degree d > d* is suboptimal. Assuming there exists a critical

degree d* where hash efficiency begins to degrade significantly, we can show that any higher degree
SHA256_latency(dx32) >
dx32

must perform strictly worse. If hash efficiency degrades for d > d* such that
SHA256_latency(d*x32)
<32

, then for sufficiently large n:

logn

1
pi x SHA256_latency(d X 32) > Ogn

o x SHA256_latency(d* x 32) = L(d")

L(d) =

log log

This inequality holds because increasing degree from d* to d reduces tree height by only a log-
arithmic factor of %, while the hash latency increases by a factor greater than % due to the
non-linear efficiency degradation shown in Figure 5. Since logarithmic improvements are always
dominated by super-linear penalties for large datasets, the latency penalty inevitably outweighs
the height benefit. This provides a clear stopping criterion: once we empirically identify the saddle
point where efficiency degrades, any higher degree must be strictly suboptimal.

Figure 6 validates this theoretical prediction empirically. For modern processors with SHA
extensions, the critical degree occurs at d* = 8 when hash inputs exceed roughly 256 bytes. At this
point, 8-ary trees achieve 45 ps (the saddle point), while 64-ary trees require 110 ps, and higher
degrees perform worse. This analysis reveals that the conventional wisdom of using high-degree

trees overlooks the performance characteristics of modern cryptographic hardware.

Exploiting reference locality in storage workloads. Given that low-degree trees deliver better
performance, the key challenge then becomes how to best optimize and maneuver low-degree tree
structures. Examining real-world storage workload characteristics offers a significant opportunity
for optimization. Storage access patterns in cloud environments exhibit several important properties
that traditional balanced hash trees fail to exploit: (1) Temporal locality—recently accessed data is
likely to be accessed again soon; (2) Spatial locality—data located near recently accessed data is
likely to be accessed soon; (3) Skewed distributions—a small fraction of data accounts for a large
fraction of accesses, often following power-law distributions such as Zipfian distributions; (4) Write
dominance—many cloud storage workloads are write-heavy due to logging, caching, and data
processing pipelines.

These characteristics suggest a fundamental insight: there is an opportunity to reduce hashing
costs by exploiting reference locality. Instead of treating all data uniformly as balanced trees do, we
can break away from the balanced tree structure, allowing the tree to become unbalanced while
keeping frequently accessed (hotter) data closer to the root. The result should be lower hashing
costs for hot data and overall better performance on average. However, to capture this insight
effectively, we need both (1) a principled way to determine what constitutes an optimal unbalanced
tree structure, and (2) a data structure that can learn and adapt to access patterns on-the-fly, without
sacrificing security guarantees or introducing excessive overhead in tree management.

The following sections address these two challenges: Section 5 establishes a theoretical foundation
for optimal hash trees, while Section 6 develops a practical adaptive approach that addresses some
limitations of the optimal definition. We note that in the following, we focus primarily on binary
trees rather than 8-ary trees, which enables simpler theoretical analysis and design. Moreover,
while indeed 8-ary trees perform best among balanced trees, we will show in Section 8 that they
are outperformed by our optimal binary tree construction. For these reasons, we leave future work
to extend our optimal definition and adaptive tree design to other (low-degree) k-ary trees.

5 Optimal Hash Trees

We approach this problem by asking the fundamental question: Is there an optimal tree structure?.
Having a definition of an optimal tree serves two purposes: (1) under a specified set of assumptions,
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it establishes an upper bound on performance, and (2) it discloses what characteristics of the tree
structure are correlated with optimal performance.

5.1 Optimal Definition

We previously showed that CPU costs are the bottleneck that affect hash tree performance. Intu-
itively, an optimal hash tree must therefore be a tree that reduces the number of hashes that must be
computed per update or verification, reducing hashing costs and therein improving performance.

We observe that the problem of finding an optimal hash tree can be reduced to finding an optimal
prefix tree (or prefix code) in the context of lossless data compression [46]. Prefix codes map a set of
symbols onto a set of codewords, with the goal of compression being that codewords are as short
as possible to produce a maximally compressed representation of the original data. An example is
shown in Figure 7. Formally:

THEOREM 1. A hash tree constructed as an optimal prefix code is optimal for an ii.d. access
probability distribution.

Proor. Let A = {ay,ay,...,a,} be a symbol alphabet and W = {wy, w,, ..., w,} be a set of
associated symbol weights. Let C = {cy,¢,...,c,} be a prefix code that represents the set of
codewords for symbols in A. A prefix code C is said to be optimal if it minimizes the expected
codeword length: argmin - Y., wilci|, ¢; € C. The length of a codeword is the number of bits in
a codeword, i.e., the number of edges in the path from the root to the symbol leaf in the prefix
tree representation of C. Huffman coding is a widely-used algorithm to produce optimal prefix
codes [34].

Now let B = {b1,by,...,b,} be a set of disk blocks and F = {f, f2, ..., fn} be a set of access
frequencies to blocks determined by some known workload profile. Suppose we map each block b;
to a symbol a; and each access frequency f; to a symbol weight w;. Running Huffman’s algorithm
on A and W produces a prefix code with expected codeword length Y7, wilc;| = X1, filbil.

In the compression domain, the number of edges represents the number of bits needed to parse a
symbol’s codeword, while in the hash tree domain it represents the number of hashes that must be
computed from leaf to root for a block. A hash tree constructed as a Huffman code minimizes the
expected number of hashes computed during an update or verification and is therefore an optimal
hash tree. O

5.2 Extended Optimal Definition

Now we extend our optimal definition to consider the effects of cache performance. Note that
both data blocks and hashes can be cached in memory. In the compression domain, codeword
paths in an (optimal) prefix tree can be parsed in constant work per edge, giving a total amount
of work: 27, wi(|c;| - O(1)) = O(1) - X7, wilci|. However computing a hash requires (at least)
two hash fetches in a binary hash tree: the node’s two children. If both hashes are present in
memory, fetch costs are negligible and the amount of work is similarly optimal: Y7, fi(|b;] -
0(1)) =0(1) - X1, filbi|. Otherwise if they must be fetched from disk, I/O costs are non-negligible:

L fi(lbi] - t(by)) = XL filbil - t(b;), for some function ¢(b;).

We can model the incurred I/O costs using the average memory access time formula:

AMAT = hit time + miss rate X miss penalty
= t(b;) = mem latency + miss rate X reauth latency 1)
= t(b;) =H +mD = 0(1) + mD
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Fig. 7. A Huffman tree is an optimal prefix tree. A hash tree constructed as a Huffman tree with a given
access probability distribution is an optimal hash tree.

where H is a fixed memory access cost, m is the miss rate of a node fetch in memory, and D is a
fixed fetch/reauthentication cost. Substituting this in, the total amount of work is:

D filbil - t(b) = Y filbil - (O(1) + mD)
i=1 i=1

=00~ Y il +mD - Y filbil. @
i=1 i=1

base work I/O costs

Remark. From our model, we see that higher miss rates for block hashes incur more work per edge,
proportional to the expected number of hashes that must be computed per update or verification.
Specifically, at a given miss rate, the incurred I/O costs follow the same distribution as the underlying
access probability distribution: hotter data has a lower expected amount of base work and incurs
lower I/O costs, while colder data has a higher expected amount and incurs higher I/O costs.

We also see that with an optimal cache (m = 0.0), the expected total amount of work is exactly
optimal. However, it has been empirically observed that as cache size decreases, miss rates increase
with a power law [18], and thus as the cache size decreases, expected I/O costs increase with
a power law. This implies that the performance of hash trees is very sensitive to cache size. In
particular, as cache memory can be financially costly on cloud servers, being able to synergize well
with relatively smaller caches (w.r.t. larger disks) is critical to a practical hash tree deployment.

Moreover, a Huffman tree is optimal under a known and fixed set of weights (cf. access probability
distribution) for an i.i.d. source. If the symbol sequence (cf. block access sequence) observed while
compressing a message (cf. during a program trace) exactly matches the one used to construct
the tree, then the tree will be exactly optimal (i.e., provide optimal throughput). However, if the
sequence deviates from the one used to construct the tree, the tree will not be exactly optimal.
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Fig. 8. Zipfian distributions are commonly used to model the shape of real-world storage workloads, which
are often skewed [40, 63]. This graph shows that a small number of blocks is accessed most of the time and
suggests that operations on the hash tree should also be skewed.

Similarly, if the source is not i.i.d., then the tree will not be exactly optimal—temporal patterns in
the workload may cause the tree to underestimate an upper bound.

5.3 Optimal Tree Oracle

Our optimal definition provides that, if we have knowledge of a concrete block access sequence (i.e.,
workload trace), we can instantiate an optimal hash tree from the trace and measure a concrete
upper bound on performance (i.e., maximum possible throughput under the given workload). In an
offline setting, where we have access to workload traces (e.g., recorded with tools like blktrace or
fio), we can feasibly do so. We refer to this methodology as the optimal tree oracle.

The primary purpose is to measure whether overheads observed by a hash tree design (like
dm-verity) are better attributed to the structure of the tree or to a fundamental scaling limit. For
example, a hash tree may be performing optimally, but have high overheads, which would suggest
that complimentary optimizations (e.g., dividing the tree into one or more independent security
domains) may be the only way to break the performance ceiling. In contrast, a hash tree that does
not perform optimally under a given workload may require a fundamental redesign.

We liken this approach to Belady’s optimal page replacement algorithm [11], a clairvoyant
algorithm that has a priori knowledge of future memory accesses and can make optimal page
replacement decisions. This gives us the ability to make rigorously grounded conclusions about
what hash tree designs perform well and when. We defer analysis with the optimal tree oracle
(denoted by H-OPT) to Section 8.

6 Dynamic Merkle Trees

A condition of instantiating an optimal hash tree is that we must have a priori knowledge of the
workload. This is rarely feasible in practice. Building on our insight that exploiting reference locality
can reduce hashing costs, this section develops a novel hash tree design that can approximate an
optimal tree by learning and adapting to workload patterns on-the-fly, without sacrificing security
guarantees or introducing excessive tree management overhead.

6.1 Challenges

Finding a Suitable Tree Structure. State-of-the-art hash tree designs rely on static, balanced tree
structures [1, 57]. Balanced trees are optimal under uniform access patterns. However, real-world
storage workloads most often exhibit skewed (i.e., non-uniform) access patterns [3, 21, 40, 61, 63]
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Fig. 9. Skewed patterns manifest in optimal hash trees being far from balanced: under a Zipfian probability
distribution, there are distinct regions of relatively hotter and colder data.

where a small number of blocks is accessed most of the time. The result is that the optimal hash
trees produced by Huffman codes are often far from balanced.

For example, Figure 8 shows the access distribution for a Zipfian workload; note that most
real-world workloads obey Zipf’s law and are modeled with Zipfian workloads [63]. The data
accesses are highly skewed, which suggests that the operations on the hash tree may also be highly
skewed. Figure 9 shows this to be true: in a balanced tree over 8192 blocks (a 32 MB disk/file), leaf
node heights are constant at 13, but in the optimal tree we see two distinct regions representing
hotter (height ~ 10) and colder data (height ~ 30).

Optimal trees tend to accumulate hot data high up in the tree and place cold data at nearly a 3x
height difference—significantly reducing the verify/update latency for hot data. This indicates that
an optimal tree is one that aggressively optimizes for hot data (the working set). Unfortunately,
the static nature of standard hash tree designs precludes exploiting this skew when present in a
workload.

Handling Changing Access Patterns. Yet, workload characteristics can also vary over time:
access patterns may still be skewed but regions of interest may change, or some periods of time
may be characterized by more uniform access patterns. This is particularly true for storage that
is shared by multiple cooperating applications or users. Thus, a tree that is optimal at one point
in time may not be optimal for another (i.e., dynamically optimal). An online solution, one that
does not assume a priori knowledge of workload characteristics, therefore must not only be able to
capture hot data by placing more frequently accessed nodes higher in the tree, but also be able to
dynamically adapt to changes in what particular data is deemed hot or cold over time.

Adaptive tree structures have been widely studied, particularly for search. Most algorithms focus
on keeping trees balanced to reduce worst-case running time. We explicitly aim to remove this
constraint; commonly used self-balancing trees (e.g., AVL trees) are therefore ill-fit for our use case.
We aim for a more aggressive optimization: allow the tree to become unbalanced as necessary, but
be driven by the workload.

Managing Restructuring Costs. While intuitively it makes sense that unbalanced trees should be
able to exploit skewed patterns by placing more frequently accessed leaf hashes closer to the root,
realizing this is in a real system is a non-trivial problem. The mechanics of adapting trees involve
a series of rotations. While rotations are cheap for search trees, consisting of a series of pointer

, Vol. 1, No. 1, Article . Publication date: May 2025.



14 Burke et al.

updates, they are expensive for hash trees, as we have to recompute hashes for all nodes from the
rotation point up to the root. This applies when nodes are rotated during either verifications or
updates.

The costs of rotating nodes in the tree may therefore quickly outweigh any expected benefits
of moving frequent nodes closer to the root. The cost of a rotation itself is also not constant, but
proportional to the current height of the nodes involved in the rotation. Further, search trees permit
all nodes to be searchable, but as mentioned, only leaf nodes are searchable in a hash tree. We
therefore must maintain the invariant that during a rotation, a leaf remains a leaf and an internal
node remains an internal node. Otherwise, a rotation will result in an invalid tree structure.

6.2 Randomized Splaying

We draw a connection to the splay tree data structure, which is widely used in garbage collection
and IP routing systems [56]. We develop a variant of splay trees called Dynamic Merkle Trees (DMTs).
Splay trees are a type of binary search tree that brings an accessed leaf to the root through a series
of rotations. Importantly, splay trees capture temporal locality by keeping frequently accessed
nodes closer to the root (Figure 10). Splay trees provide several key theoretical guarantees that make
them attractive for hash tree adaptation: (1) Static optimality, which guarantees performance within
a constant factor of any fixed tree structure; (2) Working set property, which guarantees efficient
performance for workloads with temporal locality; and (3) Amortized efficiency, which guarantees
that while individual operations may be expensive, average performance remains bounded. These
properties ensure that our Dynamic Merkle Trees (DMTs) can maintain predictable performance
while adapting to workload patterns.

However, naively used, splaying costs can be expensive, and splaying too frequently or oppor-
tunistically may keep the tree more balanced than desired. We adapt the conventional splay tree
design to meet the constraints of a hash tree.

Heuristic Parameters. We define three parameters: a splay window flag w, splay probability p,
and splay distance d. The splay window flag can be toggled on or off to indicate whether or not the
splay window is active (i.e., whether or not we should consider a tree node to be splayed). This
notion is useful because there may be certain periods at runtime where splaying should necessarily
not occur. This may be the case, for example, if the system administrator has knowledge of current
application access patterns or profiles them periodically, or if other background storage tasks may
be in progress that require stability of data (e.g., health checks).

If the splay window is active, the splay probability denotes the probability that an accessed
node should be splayed. The key intuition is that splaying is an expensive operation, but we can
amortize costs by only splaying on a small percentage of accesses (e.g., 1% of the time). Finally, if a
node is decided to be splayed, the splay distance defines the maximum number of levels that the
node should be splayed (i.e., promoted) up the tree. This entire process occurs at the end of each
verification or update call and before anything is returned to the caller.

6.3 Technical Approach

Analyzing Data Hotness. The splay distance is the central parameter that determines the effec-
tiveness of a splay operation. Determining a suitable splay distance is challenging, as there is an
inherent risk vs. reward trade-off when splaying a node. Splaying any node all the way to the root
may be very beneficial if a node is relatively hot, as future accesses to the data can quickly benefit
from the promotion. However, doing so would be severely wasteful if the node is cold, as the tree
will then require several additional rotations to eventually promote hotter data and demote cold
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Fig. 10. Splay trees are a type of binary search tree that capture temporal locality by bringing an accessed
leaf closer to the root. We use a splay-based hash tree design to similarly capture temporal locality in cloud
block storage workloads.

data from a higher position in the tree. Finding an accurate and practical hotness metric is critical
to balancing this trade-off.

Our approach to hotness tracking is motivated by the working set theorem for splay trees, which
shows that frequently accessed elements naturally migrate toward the root over time. By tracking
access frequencies through hotness counters, we can make informed decisions about splay distances
that align with this theoretical behavior.

We attach an integer hotness counter to each tree node that is incremented whenever a node
is promoted in the tree and decremented whenever a node is demoted in the tree. This applies to
both leaves (i.e., blocks) and internal nodes (indicating the hotness of particular subtrees/blocks).
The purpose of the hotness counter is to track the relative access frequencies of nodes as they are
rotated, and use this information to determine how far to splay the node up the tree.

The counter is initialized to zero after the node is authenticated and cached; the hotness of
nodes that are not currently cached in memory is therefore not tracked. The purpose of this is to
localize our analysis of data hotness to the working set. Note that this approach can negatively
affect performance for small caches, as it will be difficult to draw a contrast between relatively
hotter, warmer, and colder data when counters are reset frequently. Nonetheless, the splay distance
is a function of the hotness. The splay distance is computed in a straightforward manner: at a
distance proportional to the hotness. For simplicity, we set the splay distance to be h levels, where
h is the current hotness counter value of the accessed leaf.

Intuitively, nodes that are deeper in the tree (colder) will climb the tree slowly, while nodes
that are higher in the tree (hotter) will climb quickly. Note that our initial exploration into this
space could be expanded with sketching algorithms, machine learning, or other sophisticated
techniques [32].
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Promotion & Demotion. After computing the splay distance, the final step is to execute the splay
operation. Splaying a DMT is done in nearly the same way as it is in a search tree. There are three
cases to consider when splaying a node: zig, zig-zig, and zig-zag (Figure 10). In a zig case, the node’s
parent is the root, and we rotate the node up to the root. In a zig-zig case, the node’s parent is not
the root, and the node and the node’s parent are either both left or right children. In this case, we
perform two rotations along the same direction to rotate the node up two levels. In the zig-zag case,
the node’s parent is not the root, and the node and the node’s parent are opposite-side children.
Thus, we perform two rotations along opposite directions to rotate the node up two levels.

A consequence of splaying is that an accessed node will either be promoted two levels (or to the
root). Neighboring nodes will similarly be promoted opportunistically as a side-effect of the splay.
This provides two benefits. Nodes that are accessed frequently will therefore have an increasingly
shorter path to the root, making verifications and updates quicker. More subtly, nodes that are
accessed in close temporal proximity will slowly accumulate in nearby regions of the tree, allowing
to exploit spatial locality within the tree.

Maintaining Hash Tree Invariants. We make three key changes to the standard splay operation
to maintain three tree invariants. First, during a splay, we must ensure that a leaf node remains a
leaf node and an internal node remains an internal node. Otherwise, a rotation will result in an
invalid tree structure. For example, if a leaf node is splayed to the root, the root will become a leaf
node, which is invalid. Whenever a block is read or written, we therefore execute a splay on the
accessed leaf’s parent rather than the leaf.

Next, we propagate the child status (left/right) to the splay operation, and swap the children of
the parent node and the accessed node where necessary. This preserves the structural constraint
for a valid hash tree while still ensuring the maximum degree of promotion for the accessed node.

Finally, splaying naturally introduces inconsistency into the tree, as it alters parent-child rela-
tionships. This will cause any subsequent hash fetches on a cache miss to fail due to an inconsistent
root hash. We must therefore ensure that the tree remains in a consistent state by preemptively
fetching (and authenticating) all sibling hashes before performing a rotation, then using them to
commit the change immediately after. That is, parent hashes up to the root are recomputed per
rotation (see "Update from" in Figure 10). While updates can be costly, splaying can reduce these
costs over time.

Empirical Validation Strategy. The theoretical guarantees of splay trees provide confidence in
DMT performance, but we can also validate this empirically. By comparing DMT performance
against the optimal tree oracle (H-OPT) from Section 5 under known workload traces, we can
concretely observe how closely DMTs approach optimal performance. If DMTs perform well relative
to the oracle on fixed traces, this provides strong evidence that they will also adapt effectively
to unknown or changing workload patterns, since the splay tree properties that enable good
performance on known patterns are the same ones that enable adaptation to new patterns.

7 Implementation

We present two implementations of DMTs to demonstrate their applicability across different layers
of the storage stack: a block-level implementation using custom block device drivers, and a file
system-level implementation using FUSE. Both implementations validate the core DMT principles
while addressing the unique challenges and opportunities present at each layer.

7.1 Block Layer Implementation

Our block layer implementation focuses on Linux platforms, where there is rich infrastructure in
place to implement our custom integrity logic.
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Fig. 11. DMT block layer implementation. Our implementation leverages the BDUS framework to intercept
block 1/0 and invoke Merkle tree operations on the critical path.

Components and Interfaces. We implement the DMT in a block device driver in 5 K lines of C++.
An overview is shown in Fig. 11. We use the BDUS (Block Device in Userspace) framework [27],
which allows creating custom block device drivers that intercept storage I/O operations (reading
and writing blocks). BDUS provides a kernel module that exposes block layer hooks to userspace
through efficient shared memory channels. This enables us to process all I/O operations without
kernel modifications while maintaining good performance.

The block device driver interface operates through two primary entry points: read() andwrite()
functions invoked by the kernel whenever a block is accessed. Our driver architecture consists of
three main components: (1) a DMT management engine that maintains tree structures in memory
and executes splay operations based on access patterns, (2) a cryptographic layer that handles
MAC generation, hash computation, and integrity verification, and (3) a cache layer that stores and
retrieves tree nodes from disk as needed.

Reads and Writes. For read operations, the driver intercepts the kernel’s block read request,
fetches the encrypted block data and its associated leaf (MAC) in the DMT from the underlying
storage device, verifies the MAC against the block content, then traverses the authentication path
in the DMT to verify integrity against the root hash. If splay conditions are met based on configured
probability and window settings, the accessed node’s parent is splayed according to hotness-based
distance calculations. For write operations, the driver computes a new MAC for the modified block
data, updates the corresponding leaf in the DMT, and propagates hash updates up to the root. Note
that splays may consist of several rotations. After a single rotation is performed, we immediately
commit the tree structure change by recomputing hashes from the rotation point up to the root.
Tree rotations must be handled this way to maintain internal consistency—otherwise, trying to
recursively fetch and authenticate nodes after a rotation would result in failed verifications. Note
that our basic data unit for tree nodes aligns with the disk I/O size (4 KB blocks) [13, 16, 36, 48].

Node Addressing Scheme. A key implementation challenge is that DMTs cannot use implicit
indexing schemes like balanced trees. Unlike binary trees where parent-child relationships can
be computed arithmetically from array indices, splay trees require explicit parent-child pointers
that must be maintained correctly across rotations. We address this by using a two-tier node
addressing scheme where leaf nodes use the lower part of a 64-bit address space, with addresses
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Fig. 12. DMT file system layer implementation. Our implementation leverages the FUSE framework to
intercept file I/O and invoke Merkle tree operations on the critical path. The per-file Merkle root is attached
to each file via an xattr, and the per-file tree is stored in a separate metadata file.

corresponding to their block IDs, while internal nodes use high addresses. This allows deterministic
indexing for on-disk node lookup. Intuitively, during lookup we identify whether an address is
a leaf node or internal node via the high bit. However, node structure must still explicitly store
parent-child relationships as integer node IDs, enabling efficient tree traversal and updates during
splay operations. We designate a fixed on-disk address to always contain a pointer to the current
root node, ensuring consistent root identification despite frequent root changes during splaying.

This addressing scheme requires additional storage overhead: one parent pointer for leaves and
up to three pointers (parent, left child, right child) for internal nodes. This amounts to approximately
72 B per node on disk. For example, a 1 TB disk has approx. 268M 4 KB blocks and therefore 536M
tree nodes. A hash cache size of 10% would hold 53.6M nodes, and with 72 B nodes would thus
occupy 3.8 GB of memory. While the storage requirement is higher, this enables the dynamic
restructuring essential for DMTs, and we will show in the evaluation that the benefits outweigh
the costs.

7.2 File System Layer Implementation

Our file system layer implementation moves up one layer of abstraction. Like the block layer
implementation, there is rich infrastructure in place to implement custom file system hooks to
execute our integrity logic. However, file systems have a much richer interface than the block layer,
which requires additional state tracking across operations. Our implementation departs from prior
approaches in three ways: per-file adaptive trees, global cache coordination, and incremental tree
construction.

Components and Interfaces. We implement the DMT file system layer in 2 K additional lines of
C++. An overview is shown in Fig. 12. We use FUSE (Filesystem in Userspace), which provides a
userspace framework for implementing custom file systems without kernel modifications. FUSE
intercepts file system operations through a kernel module and routes them to userspace handlers
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via efficient communication channels. This enables us to enforce integrity protection on all file
operations while maintaining compatibility with existing applications and underlying file systems.

The FUSE interface operates through file system operation callbacks invoked whenever files
are accessed. Our implementation hooks into key operations including open(), read(), write(),
flush(), and release() to intercept file accesses and enforce integrity verifications and updates.

Tree organization and granularity. Our file system uses per-file DMTs. We maintain a leaf MAC
per block in each file. The per-file Merkle roots are stored in each file’s extended attributes. This
tree organization strategy enables each file’s DMT structure to adapt independently to its observed
access patterns. For example, a frequently accessed configuration file develops a highly unbalanced
tree optimized for its hot blocks, while a large media file accessed sequentially maintains a more
balanced structure. This per-file specialization enables access pattern optimization, reducing per-file
hashing costs. It also reduces the scope of verifications and updates (i.e., tree traversals are localized)
compared to a global tree approach, reducing hashing costs.

Cache Management. Although we use per-file trees, we use a global cache across all files, rather
than maintaining separate caches per file. This is similar to how the OS page cache operates for all
file system and memory blocks. Merkle tree leaf and internal nodes are indexed using composite
keys (node_id, inode_num). This design provides easier cache management for administrators (e.g.,
re-sizing) and enables richer cache replacement policies on a per-file or per-directory basis via the
keys. Note that we use the same node addressing scheme as in the block layer implementation.

Global Directory Merkle Tree. Using the per-file Merkle roots, the system constructs a global
integrity tree that mirrors the file system’s directory structure. This creates a variable-arity tree
where each directory node has children corresponding to its files and subdirectories. Per-file
Merkle tree roots are sealed in extended attributes (user.sealed_hash), and the directory hashes
are similarly stored in their extended attributes (user.directory_hash). When file contents
change, extended attributes are updated and propagated upwards through the directory tree
to the root directory. A file’s tree nodes themselves are stored in separate files filename.leaf and
filename.internal, creating an integrity metadata overlay that operates independently of the
underlying file data. This multi-level approach enables integrity protection at both the individual
file level and the directory structure level, providing global data integrity while ensuring that files
have not been moved or renamed maliciously.

Static vs. Dynamic Allocations. Prior works rely on balanced trees, which introduces significant
tree management challenges. Namely, the tree size must be known ahead of time in order to
construct it, then the tree must be reconstructed at runtime if the file size exceeds the tree size.
This means that any changes in file size can lead to costly tree rebuilds and significant performance
degradation. Prior works provide no support to deal with this problem, yet file sizes often grow or
are truncated frequently by modern applications. We address this by introducing a new incremental
tree construction approach that departs from static allocation strategies used in prior work. In
our file system implementation, DMTs support dynamic tree growth by placing the current root’s
children under a new subtree and pushing a new leaf node (the new file content) under the root
whenever the file size grows. Under normal circumstances, this tree construction technique may
lead to a degradation of the tree structure. However, the DMT algorithm takes over and continuously
re-adjusts the tree structure on-the-fly to better align with the current workload pattern. This
approach provides much simpler tree management without the overhead of tree rebuilding or size
estimation. Note that our implementation provides support for both static (for all tree types) and
dynamic allocation (only for DMT) for experimental purposes.
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Parameter Description

Capacity Usable capacity for data blocks
Cache size ratio Cache size as % of tree size

Read ratio % of read operations

I/O size Size of application I/O

/O depth Max no. outstanding application I/Os

Thread count Number of application threads

Table 1. Experiment parameters.

Reads and Writes. Read operations traverse the per-file DMT to verify integrity, then proceed
upward through the global integrity tree. Finally, the underlying file data is accessed. Write op-
erations update the corresponding DMT leaf, propagate hash updates up to the per-file root (via
the user.sealed_hash attribute), then propagate updates through the directory tree (via the
user.directory_hash attributes). Splay operations are triggered similar to the block layer imple-
mentation (randomly on a specified percentage of accesses). The cache size is set at init time and
can be configured dynamically in response to workload changes via an IOCTL interface.

8 Evaluation

Our evaluation examines DMT performance at both the block layer and file system layer. We
compare DMTs against two insecure baselines (No encryption/no integrity, Encryption/no integrity),
the balanced binary trees used by Linux dm-verity and fs-verity [1, 60], and the optimal binary tree
(H-OPT). We also juxtapose DMTs against the high-degree trees that have been widely used in
secure memory systems [28, 57]. Finally, as noted previously (see Figure 6), we also examine DMTs
with respect to 4-ary and 8-ary trees, which have not been considered by prior work. An overview
of our parameters is shown in Table 1.

8.1 Experiment Setup

Testbed. We perform all experiments using AWS EC2 i4i.8xlarge instances equipped with 32 cores,
256 GB memory and locally-attached NVMe SSDs for data and metadata. Note that currently
there are no available cloud instance types which both have local NVMe storage and also support
confidential VM technology such as AMD SEV-SNP. We reinitialize hash trees between each
experiment, use a standard LRU cache replacement policy, and we set the splay window flag
w = True (enables/disables splaying) and splay probability p = 0.01 (percentage of accesses to
splay on) for DMTs.

Cryptographic Settings. Like prior works, we ensure deterministic authenticated encryption
with AES-GCM [6, 57]. We use a 128-bit encryption key for blocks. The MACs produced during the
encryption process are used as the leaves in the hash tree. For internal nodes, we compute 256-bit
hashes using SHA-256 with a 256-bit key.

Workload Settings. We perform a broad analysis across different system and workload configura-
tions, parameterized by disk capacity, hash cache size, read/write ratio, I/O size, thread count, and
I/O depth. This enables exhaustively examining the performance space of DMTs at the storage layer.
We also examine different degrees of workload skewness, from pure uniform to highly skewed.
We focus especially on the Zipfian workload discussed in Section 4, which closely approximates
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Fig. 13. Aggregate throughput with Read ratio at 1%. DMTs provide up to 2.2X higher throughput than the
state of the art, demonstrating its ability to scale well with capacity.

real-world block-level access patterns, which are highly skewed (and write-heavy) [40, 63]; see Fig-
ure 25. We also use a recently published Alibaba dataset recorded from an array of 1000 volumes
backing various virtual machines in a public cloud datacenter [40]. Finally, we demonstrate how
storage-level improvements translate to application-level improvements with a case study of the
Filebench OLTP workload [59].

Like prior works, we generate workloads with fio [8]; we record/replay traces for the optimal.
Workloads have a 5 minute warmup period and 15 minute benchmark period.

8.2 Block Layer Results
We focus our block layer analysis on three questions:

(1) How well does the state of the art (dm-verity) perform across the various system and workload
settings that characterize cloud block storage deployments?

(2) To what extent can DMTs improve performance over the state of the art, and under what
conditions?

(3) What memory and storage trade-offs do DMTs make?

Scaling with Capacity. We first analyze how disk capacity (which affects tree height) and hash
cache size affect performance. Where appropriate, default parameters include—Read ratio: 1%, I/O
size: 32 KB, Thread count: 1, I/O depth: 32, Capacity: 64 GB, Cache size: 10%. We choose these
parameters because they showcase the best performing configuration for the baselines. We examine
various workload shapes ranging from uniform to highly skewed Zipfian. We focus particularly on
0: 2.5 because it closely approximates the shape of real-world storage workload patterns [40, 63]
(see Figure 25).

Figure 13 shows that aggregate read/write throughput decreases w.r.t. capacity for all balanced
trees. Note that the Zipfian workload is emitted from an i.i.d. source and is therefore an exact upper
bound. We observe that 64-ary trees are the worst performing: reduced tree height can reduce the
effective number of hashes that must be computed, but results in lower cache efficiency, which
amplifies metadata I/O costs. The state of the art binary trees incur up to a 75% throughput loss
over the Encryption/no integrity baseline at 4 TB. 4-ary and 8-ary trees similarly suffer from a 70%
throughput loss at 4 TB. In contrast, DMTs consistently deliver the highest throughput and >85% of
optimal throughput across all capacities. This clearly demonstrates that DMTs can scale to higher
or lower capacities more efficiently. And as noted in Section 4, with even faster storage devices, the
proportion of time spent hashing vs. performing the data access will grow substantially, increasing
our observed DMT speedups.
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Fig. 14. P50 (top) and P99.9 (bottom) write latency. DMTs median and tail latencies reflect throughput
improvements, demonstrating it can provide a stable performance guarantee.
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Fig. 15. Aggregate read/write throughput. DMTs provide larger speedups as the workload skew increases;
under uniform workloads they observe a 6% cost over balanced binary trees due to exploratory splays.

Latency improvements are the same—DMTs splay on 1% of accesses and those costs are amortized
over time because splaying occurs most frequently on hot data. Figure 14 corroborates this: DMT
median and tail write latencies are still significantly lower than the state of the art.

Impact of Workload Skewness. Figure 15 shows how performance changes w.r.t. workload
skewness. We observe again that 64-ary trees are the worst performing. DMTs provide up to 2x
speedups over the state of the art binary trees under heavy skew, but incur a 6% cost under more
uniform patterns due to exploratory splays which yield no benefit. We attribute this low cost to the
fact that DMTs inherit the theoretical guarantees of splay trees, which provide O(log n) amortized
lookup (i.e., verification or update) time. Thus, DMTs perform at least as good as balanced (binary)
trees on average.

We also observe that 4-ary and 8-ary trees deliver 25% higher throughput than DMTs under more
uniform workloads. As discussed in Section 4, low-degree trees hit the optimal points in the design
space for balanced trees (reduced tree height without adverse effects on cache performance); prior
works have not considered this. However, when workloads become skewed, there is a substantial
opportunity cost: 4-ary and 8-ary trees do not perform better than the optimal binary tree. This
highlights a key observation: increasing tree degree alone is not sufficient to maximize performance.
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Fig. 16. Aggregate throughput. DMTs maintain the highest throughputs across both small and large cache
sizes.
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Fig. 17. DMTs show speedups across different read ratios, 1/O sizes, thread counts, and 1/O depths.

We believe that extending the DMT design to 4-ary and 8-ary trees will yield the most performant
solution.

Impact of Cache Size. The above analysis showed that DMTs can exploit skewed patterns in
workloads when present and deliver a stable performance guarantee across various capacities. Now
we examine the effects that other system settings and workload characteristics have on performance.
The goal is to evaluate whether these conclusions about DMTs hold broadly. We continue with the
Zipf(2.5) workload.

Figure 16 shows that DMTs maintain the highest throughputs across both small and large hash
caches. Note that cache size is specified as a ratio of the tree size; the absolute cache size varies
with capacity. Further, caches mostly benefit read I/Os (because they enable early returns), but
write I/Os still must traverse the entire path to the root. In general, we observe that increasing
cache size beyond 0.1% does not yield significant performance improvements for any hash tree
design; small caches are already very efficient. Yet, losses observed by all balanced tree designs
are still significant. This shows that caching only helps to an extent—when caches are efficient,
hash tree overheads are largely attributable to the structure of the tree. However, DMTs still deliver
near-optimal performance and the highest across all cache sizes.

Impact of Read Ratio, I/O Size, Thread Count, and I/O Depth. Figure 17 (top) shows how the
performance changes with respect to the read ratio. We expect that at higher read ratios, DMTs,
balanced, and optimal trees will all observe higher absolute throughputs, as reads can be quickly
served by early returns due to caching. However, when there is a significant proportion of writes
(< 50% read ratio), DMTs provide nearly 2x higher throughput than balanced trees. Since storage
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Fig. 18. DMTs can adapt quickly to changing workloads, exploiting skewed patterns when present.

access patterns tend to be write-heavy (due to application-level caches and the OS page cache), this
shows that DMTs can more reliably handle write-heavy workloads, while delivering comparable
performance under read-heavy workloads.

The remaining graphs in Figure 17 reflect the above observations. Baseline throughputs increase
w.r.t. I/O size, but hash tree performance saturates at 32 KB I/Os—larger I/O sizes only lead to
increased latencies without improved throughputs. A single thread is sufficient to saturate the
device bandwidth. And an application I/O depth of 32 is sufficient to saturate the device bandwidth.
DMTs still deliver up to 2x and 4X higher throughput over the state of the art binary and 64-
ary trees. The extent to which DMTs see speedups is thus best attributed to the workload shape
(Figure 15).

As noted in Section 4, 32 KB write I/Os require 8 sequential hash tree updates. State of the art
works are not truly concurrent, but still rely on a global tree lock to serialize tree updates [28, 29,
57]. Performance has been shown to improve under high concurrency by using lazy verification
(deferring and batching updates) [3], but lazy verification violates freshness guarantees. Designing
concurrency-optimal hash trees (and search trees in general [54]) is an open problem.

Handling Changing Access Patterns. We now demonstrate that DMTs self-adapting nature
is robust to changing workload patterns. Figure 18 shows a 150-second snapshot of sampled
throughputs under a workload that exercises an extreme case where patterns alternate between
uniform and skewed: Zipf(2.5) > Uniform > Zipf(2.0) > Uniform > Zipf(3.0). Phases are 30 seconds
long, and the Zipfian phases are randomly centered at a new region in the address space. We
observe that DMT throughput spikes within a few seconds of entering the Zipfian phases and
DMTs maintain the speedup throughout. This shows that DMTs can capitalize on skewed patterns
very quickly to maximize performance while delivering performance comparable to binary trees
otherwise. As noted, extending DMTs to 4-ary trees can help further improve DMT performance
during uniform phases.

Moreover, Figure 19 illustrates the latency distribution when splay operations are triggered
during write operations. Most splay invocations exhibit latencies around 150 us, with a long tail
extending to higher latencies (up to 1 ms for the 99.9th percentile). While individual splay operations
can be costly—requiring tree rotations and potentially causing additional cache misses during path
restructuring—these costs are effectively amortized over subsequent accesses due to temporal
locality in the workload. Once a frequently accessed node is splayed closer to the root, it reduces
the path length for future accesses to that node and nearby nodes in the access sequence. The
relatively low frequency of splay operations (1% of total accesses with p = 0.01) combined with

, Vol. 1, No. 1, Article . Publication date: May 2025.



Fast Integrity Checking for Secure Cloud Storage: A Quantitative Approach 25

50000-
> 40000-

(@)
$ 30000-

>
5 20000-

i
10000-
0,

500 1000 1500 2000 2500
Write latency (us)

Fig. 19. Driver write latency when a splay is invoked.
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Fig. 20. On an Alibaba cloud volume trace, DMTs deliver notable speedups, while high-degree trees perform
worst.

their concentration on hot data means that the performance benefits of reduced tree traversal costs
for subsequent operations outweigh the occasional higher latency of the splay operation itself.

Case study: Alibaba Cloud Volumes. We showed that DMTs perform near-optimally under
a broad range of system and workload settings. We now examine how these observations hold
under a real workload sampled from a recently published Alibaba trace dataset [40] (logical volume
ID 4). We scale the offsets and I/O sizes proportionally to the experiment capacity. Note that the
remaining volume traces are qualitatively the same (mean write ratio >98% and highly skewed).
Further, note that the workload is non-i.i.d. and therefore H-OPT can underestimate the upper
bound on throughput; temporal patterns enable DMTs to perform better in some cases.

Figure 20 (left) shows the aggregate throughputs observed at a 4 TB capacity, and Figure 20
(right) shows the distribution of write throughputs (sampled at 1-second intervals). Binary trees
observe a 75% throughput loss at 4 TB capacity, while 64-ary trees observe an 88% throughput
loss. DMTs provide a 1.3X speedup over the binary trees and a 1.2X speedup over the 4-ary trees.
Importantly, the optimal (binary) tree still observes 15% higher throughput than 4-ary and 8-ary
trees. This further supports our claim that a balanced tree structure is not sufficient to maximize
the performance potential. As noted above, we believe the extending DMT principles to a 4-ary
tree can help achieve maximum performance.

Case study: OLTP Workload. We now consider the Filebench OLTP workload, an exemplar
application that is commonly run in the cloud and requires robust security protections [25]. The goal
is to evaluate how DMT device-level improvements translate to application-level improvements.
The workload consists of 10 writer threads and 200 reader threads and is write-heavy. We run
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DMT dm-verity No enc/no integrity
write 255.4 MB/s 151.9 MB/s 318.8 MB/s

read 0.7 MB/s 0.4 MB/s 1.0 MB/s

Table 2. Application read/write throughputs for the Filebench OLTP workload. DMT driver-level improvements
are reflected at application-level.

Memory Overhead Storage Overhead

leaf nodes 0.44x% 0.29%
internal nodes 0.80x 0.75%

Table 3. DMTs require additional memory/storage for tree nodes, but break even on this trade-off: they
provide higher performance than balanced trees, at a smaller cache budget.

the workload for 10 minutes on a 1 TB disk (with a dataset size of ~922 GB) formatted with ext4
and using a hash cache size of 10%. Table 2 shows that DMTs have 1.8 improved read and 1.7x
improved write performance over the state of the art. We are currently expanding our application
analysis to other workloads.

Memory & Storage Overhead. DMTs provide several advantages, but have higher memory and
storage requirements than balanced trees (Table 3). DMTs cannot use implicit indexing like balanced
trees, but instead require explicitly storing parent-child pointers (as integer node IDs) both for
nodes in-memory and on-disk. This implies at least one additional integer field for leaf nodes, at
most three additional integer fields for internal nodes, and one additional integer hotness counter
field for all nodes. However, we showed that cache hit rates are very high even for very small
caches. For example, DMTs provide better performance at a cache size of 0.1% than binary trees do
at a cache size of 1%. Thus, DMTs deliver better performance per dollar spent on cache memory.

Block layer evaluation summary: state of the art block layer hash trees incur substantial
performance loss (up to 80%). DMTs address this by exploiting skewed workload patterns
and adapting quickly to changes over time. Note that often applications might only exhibit
skewed behavior over short bursty periods, which can amplify tail latencies. DMTs adapt
to this behavior. We conclude that balanced trees are ill-suited as the base construction
of a hash tree: maximizing performance requires tailoring the tree structure to workload
patterns.

8.3 File System Layer Results

Next we examine how DMTs perform at the file system layer. We note that DMT performance
across all parameters are quantitatively and qualitatively the same to those observed at the block
layer. We therefore focus primarily on aspects unique to the file system layer here. We also note
that for comparison against balanced trees, we must use a static allocation strategy where the a
tree of a default size is allocated at file creation time (set to the size of the fio workload file). We
focus our file system layer analysis on two questions:

(1) How is DMT performance affected by workload characteristics?
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Fig. 21. Aggregate read/write throughput. DMTs provide larger speedups as the workload skew increases.
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Fig. 22. These graphs shows that DMTs significantly reduce per-block Merkle tree update latencies, particu-
larly as workload skew increases. DMTs provide verification latencies comparable to balanced trees, with
negligible differences.

(2) How well can DMTs specialize to per-file access patterns?

Impact of Workload Skewness. We first analyze how workload skewness at the file system
layer affects performance. The experiment parameters include: read ratio: 20%, I/O size: 32 KB,
Thread count: 1, I/O depth: 32, File size: 64 GB, Cache size: 10%, and a Zipfian workload with
0 = 2.5. As above, we choose certain parameters (e.g., I/O depth) because they showcase the best
performing configuration for the baselines; varying other parameters may only change absolute
(but not relative) performance improvements.

Figure 21 shows that DMTs provide up to 1.8x speedups over fs-verity under heavy skew, but
incur a 10% cost under more uniform patterns due to exploratory splays which yield no benefit.
We attribute this low cost to the fact that DMTs inherit the theoretical guarantees of splay trees,
which provide O(log n) amortized lookup time. Thus, DMTs perform at least as good as balanced
trees on average. We note that while pure uniform workloads are rarely observed in practice, if
administrators are aware that workloads are in fact uniform, they can immediately disable DMT
splaying via an IOCTL to avoid this penalty.

Moreover, Figure 22 shows a more fine-grained view of the tree update and verification latencies.
Like Figure 21, it shows that as the workload exhibits higher skew, the splay mechanism is able to
keep hot data closer to the root and reduce per-block update latencies from 23.75 us to 8.75 us under
heavy skew (a 2.7x reduction). While updates benefit from caching to an extent, cache hits prompt
early exits on nearly all verification operations, making verification latencies largely negligible.
They are already very fast; the latency difference between DMTs and balanced trees is negligible.
This is significant because prior works [3, 4] have relied on deferring verifications to offset costs.
This shows that not only is deferred verification insecure, but it is also unnecessary. Moreover, it
shows that the limitations of prior works cannot be solved by simply using a larger cache size.
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Fig. 23. This graph demonstrates per-file specialization through a workload that exercises three different
access patterns: sequential, Zipfian, and uniform random. When all patterns are executed concurrently by
different threads, DMTs performance improvements are distributed across all jobs, with a 1.2x average
speedup over fs-verity. DMTs also provide greater 1/O efficiency, demonstrating that the increased CPU cycles
spent on splaying are an algorithmic efficiency gain rather than simply increased resource consumption.

Per-File Specialization. One of the key advantages of the file system layer implementation is
the ability to specialize hash tree structures for individual files based on their specific access
patterns. Figure 23 and Figure 24 demonstrate this capability using a workload that exercises three
different access patterns: sequential, Zipfian, and uniform random. Note that a sequential workload
is uniform random in nature because all blocks are accessed with equal probability. Moreover,
similar to Figure 18, we observed that when running different patterns in phases across a single file,
DMTs can adapt quickly to the changing workload patterns and provide up to a 1.7X speedup over
fs-verity trees (see Figure 24). Here we focus on running different patterns concurrently across
different files.

When jobs run concurrently (Figure 23, top left), each per-file tree adapts to its respective access
pattern, but threads contend for locks when accessing the shared directory-level Merkle tree. This
creates system-wide performance effects. It produces lower per-job speedups, but the performance
gains appear to be distributed across all jobs. We observe a 1.2X overall improvement when running
concurrently, compared to the 1.7 speedup for Zipfian patterns and 10% loss for uniform/sequential
patterns when jobs run individually with stonewalling. This distribution effect likely stems from
shared cache warming, where the Zipfian job’s splaying operations bring frequently accessed tree
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nodes into the shared cache, benefiting subsequent operations across all jobs regardless of their
individual access patterns.

I/0 Efficiency. We also observe in the bottom right graph that the I/O efficiency is greater than
that of the fs-verity trees. We compute the I/O efficiency as MB/s per CPU%, and it exposes whether
performance gains stem from algorithmic advantage or computational brute force. When DMT
exhibits higher efficiency than fs-verity trees, it indicates that the opportunistic splaying strategy
is making algorithmically superior decisions—each CPU cycle invested in tree adaptation yields
more than proportional performance benefits. This suggests the splaying overhead is well-targeted,
improving tree structure in ways that reduce the average computational cost per I/O operation.
Conversely, when efficiency falls below fs-verity (even in the presence of throughput speedups),
it reveals that DMT would be achieving speedups through increased computational expenditure
(i.e., via brute-force) rather than algorithmic advantage. DMTs achieve up to a 10% computational
efficiency gain over fs-verity, validating that they are algorithmically better rather than simply
trading off one resource for another.

File system evaluation summary: DMTs deliver consistent performance improvements
at the file system layer, validating their effectiveness beyond block-level storage. Per-file
specialization enables optimization for heterogeneous access patterns across the same or
different files, and I/O efficiency gains demonstrate algorithmic advantage of DMTs over
the static balanced trees used in prior works.

8.4 Key Takeaways

DMTs perform near-optimally, and the primary determinant of DMT performance at either the block
or file system layer is workload skew. In other words, if an application workload exhibits more skew,
DMTs will deliver a higher speedup. Different applications exhibit different degrees of skew, some
very long-tailed and some less so. Some applications might also exhibit persistent periods of skew or
bursty episodes of skew (e.g., after a new product launch or software upgrade). DMTs can efficiently
accommodate all of these cases, whereas prior approaches do not. One key challenge for future
work, however, is improving DMTs to potentially use variable arities. Specifically, the hierarchical
structure of Merkle trees inherently smoothes out the underlying leaf access distribution—i.e., the
actual tree structure is naturally less skewed than the workload driving it. Leveraging a mix of
slightly wider (8-ary) trees for shallow, hot subtrees may help improve performance further.

Perhaps most important are the broader implications of our DMT design beyond what our
evaluation immediately shows. Beyond skew, DMTs also enable prediction-guided re-shaping: the
tree can pre-position targeted leaves, or elevate entire subtrees, before the next access so those
updates traverse shallow paths and thus have lower update costs. This capability is orthogonal to
gains achieved from increased skew: even modest reuse or short spatial runs can be exploited by
preemptively lifting subtrees, and heavier skew amplifies the benefit by keeping predicted regions
hot longer. This mechanism can be per-file and opportunistic: when prediction confidence or timing
slack is present, we can reshape in anticipation; otherwise, DMTs can revert to standard behavior.
Our evaluation already provided an existence proof that reshaping can reduce tree traversal costs
without excessive tree management overheads. Thus, a natural extension is to extend our heuristics to
figure out how to more intelligently learn, anticipate, and preemptively reshape the tree. We defer
this to future work. The key point is capability: unlike static, balanced trees, which cannot reduce
future path cost even with a perfect predictor, DMTs make prediction actionable, transforming
integrity from a fixed tax into a tunable, workload-aware cost.
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9 Discussion & Future Work

Our experiments highlight several key insights and raise important questions for future research.

Limitations: The Tail Latency Trade-off. One might intuitively expect that high-degree trees
(e.g., 64-ary) would offer the best performance by minimizing tree height. However, as demonstrated
in Section 4, the computational cost of hashing many children nodes outweighs the benefits of
reduced depth, making low-degree (e.g., binary) trees the superior design choice for modern storage
hardware. Yet, optimization for low-degree trees introduces a fundamental trade-off: the maximum
tree height is inherently larger (log, N vs log; N).

Consequently, a potential limitation of the DMT approach is the latency penalty for accessing
“cold” data that resides at the bottom of a deep binary tree. While our splay mechanism effectively
mitigates this for the vast majority of accesses by keeping hot data near the root—evidenced by our
improved p99.9 latencies in Figure 14—spurious accesses to cold regions or pathological workloads
that constantly shift the working set could theoretically expose these deeper traversal paths. This
could theoretically manifest as a long extreme tail in the latency distribution (e.g., >p99.99%) for
accesses that fail to benefit from locality. Future work could explore hybrid designs that enforce
strict height bounds on the tree structure, potentially sacrificing some degree of optimal hot-path
shortening to provide deterministic worst-case latency guarantees.

While the focus of our work is on characterizing and optimizing the underlying integrity data
structure, system crashes also introduce additional concerns. As with traditional storage, if a failure
occurs while updates are buffered in memory, those contents are lost and the tree must be rebuilt
from persistent state to restore consistency. Future work could explore optimized checkpointing
mechanisms or log-structured approaches that minimize this recovery window without sacrificing
the performance gains of in-memory buffering.

Identifying the Real Performance Bottleneck. Perhaps most importantly, we observed over-
whelming evidence that hash tree traversal costs are the primary performance bottleneck for
storage integrity, and conventional optimizations like caching are fundamentally limited in their
ability to address this bottleneck. Prior works have largely focused on memory-based integrity
protection, perhaps under the presumption that storage integrity overheads are negligible. We
found that this is not the case. Moreover, we have only recently been able to make this observation
because emerging storage devices operate in the microsecond range, which directly contends with
modern CPU capabilities. This has forced us to rethink the design of storage integrity mechanisms
for the modern era. The core limitation is at the data structure level—static tree organizations cannot
adapt to the diverse and dynamic nature of real-world workloads.

DMTs as a Necessary Condition for Optimal Performance. Our evaluation suggests that
DMTs represent a necessary condition for achieving optimal performance in integrity-protected
storage systems. We establish this through three key insights: (1) DMTs achieve near-optimal
performance (>85% of H-OPT) while balanced trees suffer dramatic losses (up to 80%), (2) DMTs
successfully exploit workload reference locality through adaptive reorganization, and (3) DMT
performance remains robust across diverse system and workload parameters. Importantly, even
when the optimal tree performance falls short of the insecure baseline, DMTs consistently maximize
what is achievable within the constraints of cryptographic integrity guarantees. This suggests
that adaptive integrity data structures are not merely beneficial optimizations, but fundamental
requirements for high-performance secure storage. By transforming the integrity mechanism from
a static problem into a dynamic one, DMTs establish a new paradigm where tree structures can
evolve to match the workload patterns they serve.
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Implications of Data Granularity. A key takeaway from our analysis is that the benefits of
adaptive integrity structures depend on the granularity of the protected storage unit. In block
layer implementations, the Merkle tree covers the entire capacity of the device, resulting in deep
trees where traversal overheads are substantial. In contrast, file systems that utilize per-file Merkle
trees partition this space; for small files, the resulting trees could be relatively shallow, reducing
the relative impact of traversal costs. However, many important applications manage massive
data objects. For example, database, archive, and backup systems often rely on massive files with
frequent random access, making DMTs a valuable optimization.

Beyond Data Structures: The Need for Holistic Adaptivity. Looking ahead, several critical
research questions emerge from our work. First, can adaptivity extend beyond node movement to
encompass variable tree structure? Our results demonstrate that while high-degree trees (64-ary)
perform poorly across all workloads, moderate-degree trees (4-ary, 8-ary) can offer performance
improvements under some circumstances. Leveraging adaptivity across multiple dimensions simul-
taneously (arity, balance, etc.) could potentially address the performance ceiling we observe even
with optimal binary trees. Second, how can adaptive integrity mechanisms achieve true concurrency?
Current hash tree implementations rely on global locks that serialize updates, and our evaluation
reveals this as a fundamental scalability bottleneck. Designing concurrent tree structures is an
open problem, and designing a concurrent hash tree introduces additional challenges. Future work
should explore lock-free or fine-grained locking techniques specifically designed for dynamic tree
structures, potentially drawing from concurrent data structure research. Third, can cross-layer
co-design enhance adaptive performance? Perhaps, exposing application-level access patterns to the
storage-layer could enable better tree organization and improve performance. This raises ques-
tions about new APIs or interfaces that allow applications to hint at access patterns, and whether
predictive techniques could anticipate workload shifts.

10 Related Work

Hash trees are a core component of many computing systems, including blockchains, secure
memories, etc. [1, 3, 6, 15, 26, 28, 31, 39, 42, 47, 55, 57]. We discuss these related works below.

Secure Memory. Secure memories have been long-studied [28, 31, 52, 62]. Their goal is to provide
a secure environment in which the secrecy and integrity of application code and data can be assured.
Recently, secure memories have seen widespread commercial success through implementations
such as Intel SGX [17, 42, 50]. Consequently, recent work has shown that hash trees can severely
degrade memory performance, and optimizing them has been a central focus of recent research.
State-of-the-art approaches, such as Penglai [28], FastVer [3], and VAULT [57], have shown that
optimizations like caching and increasing tree degree can lower overheads in some contexts (e.g.,
at small capacities).

However, we focus on persistent storage rather than main memory. Storage systems are subject
to vastly different workload characteristics, capacities, and cache behaviors than memory systems.
We juxtaposed DMTs against the high-degree trees used for secure memories [29, 57]) and showed
that such approaches are not applicable to storage. Additionally, some prior works have decidedly
side-stepped the issue of writes by either suppressing caches during updates or limiting analysis to
read-heavy or read-only workloads [3, 55]. Given that storage workloads are often write-heavy
(e.g., due to dedicated application-level read caches), we closely examine write-heavy workloads.
Further, experiments in these prior works have been limited to small capacities (e.g., 16GB). We
report experiments with an implementation on real block devices and file systems and evaluate a
wider range of system settings.
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Authenticated Data Structures. Hash trees have also been examined in the broader theoretical
context of authenticated data structures—data structures that have strong integrity protections [23,
45, 58]. They become a central component of mobile and embedded device storage: dm-verity
has played a pivotal role in providing verified boot for Android smartphones [1]. They have also
been examined in the context of blockchains [15], certificate revocation systems [43], and provable
data possession schemes [24, 26]. These works have highlighted the theoretical efficiency of using
hash trees over other integrity data structures. Recent works have examined optimizations for
blockchains, with known limitations (i.e., a priori knowledge of access patterns) [38]. Our work
builds on these efforts by showing that, while efficient in theory, traditional static, balanced hash
trees still incur substantial overheads in real cloud storage systems. This motivates our search for a
more efficient and practical tree structure and ultimately the design of DMTs.

11  Conclusion

Merkle hash trees provide robust integrity protections over untrusted storage, but they severely
degrade performance. We performed a comprehensive analysis of performance overheads, demon-
strated the root cause, and designed an optimized tree structure called DMTs. DMTs demonstrate
the power of integrity structures that exploit workload patterns to improve performance. Our code
is open-sourced at https://github.com/MadSP-McDaniel/dmt.
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Additional Results
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Fig. 24. This graph demonstrates per-file specialization when the access patterns are run in sequence on a
single file. As we observed at the block layer, DMTs can quickly adapt to changing patterns, delivering a 1.7x
speedup over fs-verity during the Zipfian phases and incurring a 10% cost during the sequential and uniform
random phases.
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Fig. 25. Workload distributions.

Received 1 August 2025; revised 1 August 2025; accepted 1 August 2025

, Vol. 1, No. 1, Article . Publication date: May 2025.



	Abstract
	1 Introduction
	2 Background
	3 Security Model
	4 Motivation
	5 Optimal Hash Trees
	5.1 Optimal Definition
	5.2 Extended Optimal Definition
	5.3 Optimal Tree Oracle

	6 Dynamic Merkle Trees
	6.1 Challenges
	6.2 Randomized Splaying
	6.3 Technical Approach

	7 Implementation
	7.1 Block Layer Implementation
	7.2 File System Layer Implementation

	8 Evaluation
	8.1 Experiment Setup
	8.2 Block Layer Results
	8.3 File System Layer Results
	8.4 Key Takeaways

	9 Discussion & Future Work
	10 Related Work
	11 Conclusion
	Acknowledgments
	References

